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CHAPTER 1

INtroduction

To support the growing demand for both high performance and high data availability, modern data centers
need a fast, flexible storage solution. Existing solutions, however, are often difficult to manage and maintain,

or not flexible enough (e.g., local RAID arrays), or too expensive (e.g., storage area networks).

Virtuozzo Storage is designed to solve these issues. It can run on commodity hardware, so no significant

infrastructure investments are needed. It is also is easy to set up and grow on demand.

1.1 About Virtuozzo Storage

Virtuozzo Storage is a software-defined storage solution that allows you to quickly and easily transform
low-cost commodity hardware and network equipment into protected enterprise-grade storage like storage

area networks (SAN) or network-attached storage (NAS).

Virtuozzo Storage is optimized for storing large amounts of data and provides data redundancy (replication

and erasure coding), high availability, self-healing, and storage sharing.

In Virtuozzo Storage, user data is stored on organized clusters of servers in the form of fixed-size chunks.
These chunks are automatically replicated and distributed across available servers in the cluster to ensure

high availability of user data.

Cluster storage space can be exported through access points like iSCSI, S3, or Acronis Backup Gateway.
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Managing Virtuozzo Storage

To start managing Virtuozzo Storage, log in to the management panel at its IP address on port 8888 as admin

(or superadmin) and make sure that storage nodes are shown on the NODES screen.

The first step to perform, before you can create any clusters, is to create the internal and public networks
required by Virtuozzo Storage. You can do that by configuring the network interfaces of all nodes. Having

created the networks, you can proceed to creating Virtuozzo Storage clusters.

2.1 Configuring Node Network Interfaces

As described in Planning Network in the Installation Guide, Virtuozzo Storage requires one internal network
for node traffic and one public network for exporting the storage space. You need to create these networks

by assigning correct network roles to network interfaces on each node.

Important: To be able to create a cluster, you will need to assign a storage role to a node’s network

interface.

To assign a network role to a network interface, do the following:

1. On the NODES screen, click the node to configure the network interface(s) of.
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Nodes ®
Q search Any status w Any role~
UMNASSIGNED 4 Hide unassigned nodes A
172.16.24.126 172.16.25.102 172.16.25.85 172.16.25.97

2. On the node overview screen, click NETWORK.

Nodes =~ 172.16.24.126
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RAM

967.83 MB
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3. Select a network interface and click Choose role.
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Nodes = 172.16.24.126 = Network ®

DISKS NETWORK

Name ¥ Status IPs b 6.3 Details
ens37 @ UNPLUGGED | Performance
vl brD QO ok 172.16.24.126..  Management,... @ Choose role

4. On the Choose roles panel, select roles to assign to the network interface (for details, see Network

Interface Roles in the Installation Guide).
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X Choose roles

v Internal
¥ Management
¥ Storage
~ 53 private
v ABGW private
¥ Public
v iSCSI
+ 53 public
¥ ABGW public
v Web CP
v S5H

Custom (configure)

5. If you need to open specific ports on a network interface with public roles, do the following:

5.1. Click Configure.
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X Configure custom role

Here you can manage allowed ports for custom role.

Name Port $0%
v  FTP data 20
FTP cmd 21

© Add @ Remove

Done

5.2. On the Configure custom role panel, create custom roles: click Add and specify role names and

ports. Custom roles can later be assigned to any network interface in a cluster.
To remove a custom role, make sure it is not assigned to any interface, select it, and click Remove.
5.3. Click Done to return to the Choose roles panel.

6. Select the required roles and click Done to assign them.

2.2 Creating Virtuozzo Storage Clusters

To create a Virtuozzo Storage cluster means to create a cluster on one (first) node, then populate it with more

nodes.

Important: To be able to create a cluster, you will need to assign a storage role to a node’s network

interface.
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2.2.1 Creating the Cluster on the First Node

1. Open the NODES screen and click a node in the UNASSIGNED list.

Nodes ®

Q Search Any status w Any role~
UMNASSIGNED 4 Hide unassigned nodes ~
172.16.24.126 172.16.25.102 172.16.25.85 172.16.25.97

2] W @ @ 2]

2. On the node overview screen, click Create cluster.

3. In the Cluster field, type a name for the cluster. The name may only contain Latin letters (a-z, A-Z),

numbers (0-9), underscores (“_") and dashes (“-").

»  New cluster

Cluster

cluster

Storage interface

eth0 - 10.100.6.105 v Q

¥| & Encryption ¢

MNew cluster l | Advanced configuration

4. Make sure a configured network interface with a storage role is selected from the Storage interface

drop-down list.
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Note: If the network was not previously configured, click the cogwheel icon and, on the

Network Configuration screen, configure a storage role for a network interface.

5. If required, enable data encryption. To do this, check the Encryption box and proceed to create the
cluster. Encryption will be enabled for all tiers by default.
To enable encryption for particular tiers, click the cogwheel icon to open the Encryption Configuration

panel, select tiers to encrypt, and click Done.

X Encryption Configuration

+ | Enable encryption (aes256)
| Tier O
« | Tier 1
« | Tier 2
« | Tier 3

Note: You can later disable encryption for new chunk services (CS) on the SETTINGS >

Advanced settings panel.

6. Click New cluster to have Virtuozzo Storage assign the roles to disks automatically. Alternatively, click
Advanced configuration to assign the roles to each drive manually (see Assigning Disk Roles Manually
on page 10).
You can monitor cluster creation progress in the HEALTHY list of the NODES screen. The creation might take
some time depending on the number of disks to be configured. Once the automatic configuration is

complete, the cluster is created.
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2.2.2 Adding Nodes to Cluster

To add an unassigned node to a cluster, do the following:

1. On the NODES screen, click an unassigned node.

Nodes

Q Search

UNASSIGNED 3

ADD NODE @

Any status Any role s

Hide unassigned nodes

172.16.25.102 172.16.25.85

e O e

HEALTHY 1

172.16.24.126

2. Onthe node overview screen, click Join cluster.

172.16.25.97

3. Make sure a configured network interface with a storage role is selected from the Storage interface

drop-down list.

Note: If the network was not previously configured, click the cogwheel icon and, on the

Network Configuration screen, configure a storage role for a network interface.
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X Join cluster

Storage interface

eno16777736 - 172.16.25.102 v £

Join cluster

| Advanced configuration

5. Click Join cluster to have Virtuozzo Storage assign the roles to disks automatically and add the node to
the current cluster. Alternatively, click Advanced configuration to assign the roles to each drive

manually (see Assigning Disk Roles Manually on page 10).

2.2.3 Assigning Disk Roles Manually

If you clicked Advanced configuration while creating a cluster or adding nodes to it, you will be taken to the

list of drives on the node where you can manually assign roles to these drives.

Note: You can also access the list of drives on the NODES > <node> > Disks screen.

Do the following:

1. On the Join cluster or New cluster panel, select a drive or check multiple drives in the list and click

Configure.

2. On the Choose role screen, select one of the following roles for the disk:

10
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X Choose role

® Storage Caching and checksumming
Metadata Enable checksumming v
Cache Tier
Metadata + Cache Tier 0 (Encrypted) v

| oone || cance |

+ Storage. Use the disk to store chunks and run a chunk service on the node. From the Caching and

checksumming drop-down list, select one of the following:
 Use SSD for caching and checksumming (available and recommended only for SSD).
Data caching improves cluster performance by placing the frequently accessed data on an SSD.

Data checksumming generates checksums each time some data in the cluster is modified.
When this data is then read, a new checksum is computed and compared with the old
checksum. If the two are not identical, a read operation is performed again, thus providing

better data reliability and integrity.
+ Enable checksumming (better reliability). Checksumming is available for both SSD and HDD.
+ Disable checksumming (better performance).

With this role, also select a tier from the Tier drop-down list (see Understanding Storage Tiers in

the Installation Guide).

Note: |If the disk contains old data that was not placed there by Virtuozzo Storage, the disk

will not be considered suitable for use in Virtuozzo Storage.

* Metadata. Use the disk to store metadata and run a metadata service on the node.

+ Cache. Use the disk to store write cache. This role is only for SSDs. To cache a specific storage tier,

select it from the drop-down list. Otherwise, all tiers will be cached.

11
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* Metadata+Cache. A combination of two roles described above.

« Unassigned. Remove the roles from the disk.

Note: Both the System and Metadata roles can be assigned to the same disk with capacity of
100GB or higher—preferably to an SSD. Assigning both these roles to an HDD will result in

mediocre performance suitable only for cold data (e.g., archiving).

3. Click Done.

4. Repeat steps 1 to 3 for every disk you want to be used in the Virtuozzo Storage cluster.

5. Click NEW CLUSTER or JOIN CLUSTER. On the Configuration summary screen, check the number of

12

disks per each configuration category.
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X Configuration summary

METADATA SERVICE

Metadata 1
STORAGE SERVICE SSD cache Same disk cache No cache

Tier 0 1 0 0

Tier 1 3 0 0

Tier 2 0 1 0
SSD CACHE

Tier O 1

Tier 1 1

PROCEED CANCEL

6. Click PROCEED. You can monitor disk configuration progress in the HEALTHY list of the NODES screen.

2.3 Releasing Nodes from Cluster

To release a node means to remove it from the cluster (e.g., for maintenance). As the node may be running

services needed by the cluster, do the following prior to releasing it to avoid cluster degradation:

1. If the node runs one of the five required metadata services, add a metadata role to another node. You

need to make sure that the cluster has at least five metadata services running at any time.

13
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5.

If the node has any access points, make sure that the same access points are configured on other

nodes in the cluster as well.
If the node has iSCSI targets, move them to a different node.

If the node has an S3 gateway or ABGW, reconfigure DNS for S3 and ABGW access points to remove the
node from DNS records. Next, release the node from S3 and ABGW in the corresponded sections of the
SERVICES screen.

Make sure the cluster has enough storage space to accommodate the data from the released node.

Once you initiate the release, the cluster will start replicating data chunks that were stored on the released

node and distributing them among other storage nodes in the cluster. Depending on the amount of data to

replicate, the process may take as much as several hours.

If necessary, you can also release a node forcibly, that is, without replication.

Warning: Releasing nodes forcibly may result in data loss.

To release a node from a cluster, do the following:

1.

2.

On the NODES screen, click the node to release.

On the node overview screen, click Release.

If necessary, in the Release node window, check force to release the node forcibly (highly not
recommended).
Click Yes. The released node will return to the UNASSIGNED list on the NODES screen.

2.4 Removing Nodes from the Unassigned List

Nodes in the UNASSIGNED list can be completely removed from Virtuozzo Storage.

Do the following: on the NODES screen, select the node in the UNASSIGNED list and click Remove (forget).

Nodes completely removed from Virtuozzo Storage can be re-added to the UNASSIGNED list in two ways:

* By logging in to the node via SSH and running

14

/usr/libexec/vstorage-ui-agent/bin/register-storage-node.sh -m <MP_addr> -t <token> in the node’s

console, where <MP_addr> is the IP address of the management panel container and <token> is the token
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obtained in the management panel.

* By reinstalling Virtuozzo Storage on the node from scratch.

2.5 Managing Tier Encryption

Virtuozzo Storage can encrypt data stored on disks with the AES-256 standard, so if a disk gets lost or stolen

the data will be safe. Virtuozzo Storage stores disk encryption keys in cluster's metadata (MDS).

Encryption can be enabled or disabled only for the newly created chunk services (CS). Once tier encryption is
enabled, you can decrypt disks (CSs) by manually releasing them from encrypted tiers. Correspondingly,
simply enabling encryption on the disk’s tier will not encrypt its data (CS). To encrypt a disk, you must assign

it to an encrypted tier.

Note:
1. Virtuozzo Storage does not encrypt data transmitted over the internal network.

2. Enabled encryption slightly decreases performance.

Advanced

LDAP/AD ENCRYPTION

¥ Enable encryption (aes256)
v Tier 0
v Tier 1
v Tier 2

¥ Tier 3

SAVE

To enable or disable tier encryption, on the SETTINGS > Advanced settings panel, select or deselect tiers

15
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and click SAVE.

2.6 Managing Virtuozzo Storage Users

During the management panel installation on the first node, Virtuozzo Storage creates the default unique
administrator, superadmin. The user name for this account is admin and the password is specified during
installation. This account cannot be deleted and its privileges cannot be changed. Other than that,

superadmin does not differ from a user account assigned the Administrator role (i.e. an admin).
An admin can create user accounts and assign to them one or more roles listed below:

« Administrator. Can fully manage cluster and users.

* Network. Can modify network settings and roles.

* Cluster. Can create cluster, join nodes to cluster, and manage (assign and release) disks.

* iSCSI. Can create and manage iSCSI targets and LUNSs.

+ S3. Can create and manage S3 cluster.

+ Acronis Backup Gateway. Can create and manage Acronis Backup Gateway.

+ SSH. Can add and remove SSH keys for cluster nodes access.

+ Updates. Can install updates.

User accounts to which no roles are assigned are guest accounts. Guests can monitor Virtuozzo Storage

performance and parameters but cannot change any settings.

Note: All users can change their own passwords (see Managing User Accounts on page 18).

2.6.1 Creating User Accounts

To create a user account in the web-based user interface, do the following:
1. Log in to the management panel as admin.

2. Open the SETTINGS > Users screen and click ADD USER.

16



2.6. Managing Virtuozzo Storage Users

3. On the Add user panel, specify the user name, password, and, if required, a user description in the

corresponding fields.

X Add user

Mame

user] (:] Enabled

Password

Description

SELECT ROLES
S3

Can create and manage 53 cluster.

Administrator
Can perform all managemeant operations.

ABGW

Can create and manage Acronis Backup Gateway.

v SSH

Can add and remowve 55H keys for cluster nodes access.

iISCSI

Can create and manage iSCS| targets and LUNs.

~ Cluster
Can create cluster, join nodes to cluster, and manage (assign and
release) disks.

~ Updates
Can install updates.

~ Network
Can medify network settings and roles.

17
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4. Check the roles to assign to the account and click Done.

2.6.2 Managing User Accounts

Any user can change their account password by clicking the user icon in the top right corner of the

management panel and then clicking Change password.

An admin can create/delete other users’ accounts, add/remove roles from them, change their descriptions
and passwords (although superadmin’s password can only be changed by superadmin), as well as

enable/disable user accounts (i.e. allow/prohibit user login). To manage a user account, login as an admin,
open the Settings -> Users screen, select a user from the list, and click Configure or Delete depending on

what you need to do.

18
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X Configure user

MName
user1 @ Enabled

Password

Fedekdede change

Description

ROLES

Administrator
Can perform all management operations.

Network
Can modify network settings and roles.

Updates
Can install updates.

iISCSI

Can create and manage iSCSI targets and LUNs.

v SSH

Can add and remove 55H keys for cluster nodes access.

ABGW

Can create and manage Acronis Backup Gateway.

S3

Can create and manage 53 cluster,

v Cluster
Can create cluster, join nodes to cluster, and manage (assign and
release) disks.

19
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2.6.3 Adding LDAP or Active Directory Users

You can add users and user groups to Virtuozzo Storage from an external LDAP-compliant database or
Microsoft Active Directory. These users will be able to log in using their respective user names and
passwords. The set of actions these users will be able to perform in Virtuozzo Storage will be defined by the

roles you assign in Storage (listed in Managing Virtuozzo Storage Users on page 16).
To add an LDAP (or AD) user or group to Virtuozzo Storage, do the following:

1. On the SETTINGS > Advanced settings screen, open the LDAP/AD tab.

Advanced

LDAP/AD ENCRYPTION SNMP MANAGEMENT NODE HA

Directory type Microsoft Active Directory v
Address 10.250.35.97
Port 389
Login cn=administrator, cn=Users,dc=ya,dc=skol,dc=
Password sssnsssnss
Search Base DN dc=ya,dc=skol,dc=ko

Advanced

SAVE

2. Select LDAP or Microsoft Active Directory from the Type drop-down list.

3. Specify the following parameters:

* |P Address of an LDAP server or AD domain controller;

20
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* (optional) LDAP Port;
« Bind DN (a distinguished name of an LDAP authentication database user) or Login (AD);
« Bind Password (LDAP) or Password (AD);
+ Search Base DN, a distinguished name of a search starting point;
* (optional) Advanced LDAP or AD parameters.
4. Click Save to authenticate in Active Directory or LDAP server.
5. On the SETTINGS > Users screen, click ADD LDAP USER.

6. On the Add LDAP users panel, select users or user groups to add to Virtuozzo Storage and click Add.

X Add LDAP users

Q Search

Type Name & Description 3
& WinEMRemoteWMIUs... Members of this gr...

v & Administrators Administrators hav...
& Users Users are prevente...
& Guests Guests have the sa...
& Print Operators Members can admi...
& Backup Operators Backup Operators ...

ADD

21
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7. On the Roles panel, select the roles to assign to selected users or user groups.

Note: If aroleis assigned to a group, every user in it is granted the corresponding privileges.

X  Roles

S3

Can create and manage S3 cluster.

v Administrator
Can perform all management operations.

ABGW

Can create and manage Acronis Backup Gateway.

SSH

Can add and remove S5H keys for cluster nodes access.

iISCSI

Can create and manage i5C5| targets and LUNs.

Cluster

Can create cluster, join nodes to cluster, and manage (assign and
release) disks.

Updates

Can install updates.

ADD

8. Click Add to add users to Virtuozzo Storage.

22
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Users ADD USER ADD LDAP USER

Q Search
Type Name ¢ Role 3
& useri Administrator

admin Superadmin

ACuser1@vstorage.local Updates, Cluster, Guest, Network

& Administrators Administrator

2.7 Managing Virtuozzo Storage Updates

®

Note: For instructions on installing major Virtuozzo updates, refer to the Virtuozzo 7 User’s Guide.

You can update your Virtuozzo Storage infrastructure using the web-based user interface.

Important: To check for and download updates, the cluster must be healthy and each node in the

infrastructure must be able to open outgoing Internet connections.

To update Virtuozzo Storage, do the following:

1. Open the SETTINGS > Updates screen and click CHECK FOR UPDATES. The script will run yum update on

each node. If updates are available for a node, said node’s status will change to Update available.
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Updates @

Update available

UPDATE NOW

Node Status @

172.16.24.126 Update available

2. To apply all available updates, click UPDATE NOW.

While updates are being applied, some of the Virtuozzo Storage services might be unavailable for a short

period of time.

2.8 Allowing root Access to Cluster Nodes
Over SSH

In certain situations, you or the technical support team may need root access to cluster nodes via SSH. To

allow root access to all nodes in the cluster, do the following:
1. Obtain an SSH public key from the technical support team.

2. Open the SETTINGS > SSH screen, click ADD KEY, paste the key, and click Add key.
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X Add Public Key

Key

ssh-rsa
AAAAB3NzaC1yc2EARRABIWAAAQEAKIOUpKDHHY175brmTIpNLTG

GPl+nafzlHDTYW7hdl4yZ5ew18]H4)WIjbhUFrviQzM7xIELEVT4h3IFX5
QVkbPppSwglcda3
Pbv7kOd)/MTyRRWXFCR+HA03FXRitBgxiX1nYUXpHAZsMciLqBV6R)s
NAQwdsdMFySIVK/7XA

t3FaojoAsncM1Q9x5+3VOWwEB/el Fmb1zuUFIjQJKprrX88XypNDviYN
by&vw/PbOrwert/En
mZ+AW40ZPnTPIBSZPmVMLuayrD2cE86Z/ilBb+gw3r3+1nKatmlkjn2
s01d01QraTIMgVSshx

MNrRFiSwrf+M70Q== user@localdomain.local

To delete the key after root access is no longer required, select the key and click Delete.

2.9 Backing Up and Restoring Management
Database

In Virtuozzo Storage, node information, statistics, and configurations are stored in a database inside the

container with the management panel. Database backups are created automatically every day.

To back up the database manually, open the SETTINGS > Backup screen and click BACKUP NOW.
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Backup [ ®

System stores node information, statistics and configuration in a database. Its
backups are created automatically.

How to recover?

") Last backup (® Backup period
Mar 09, 2017, 11:32 AM Daily

4 Backup location
/mnt/vstorage/webcp/backup/

Once backup is completed, the Last backup date will be refreshed.

2.9.1 Restoring Management Database from Backup

You can restore a management database from backup to a new container on any node your cluster is
mounted to. In the new container, a new management panel will be deployed, and its database will be

restored from the specified backup file.

To restore the database, run the following script as shown below:

# restore-storage-ui-ct -p|--rootpw <CT_root_passwd> -i|--ip <CT_IP_addr> \

[-t|--tarball <backup_tarball>] [-n|--nameserver <NS1>[,<NS2>]1]

where <CT_root_passwd> and <CT_IP_addr> are the root password and new IP address of the new
management panel container, <backup_tarball> is the database backup file (e.g.,
/mnt/vstorage/webcp/backup/backup-20170529122721.tar), and <NS1>, <NS2> are the nameserver IPs.

If you omit the --tarball, a container with a clean management panel will be created (without restoring a
database backup). If you omit --nameserver, you will not be able to update the management panel in the

future.
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2.10 Managing Virtuozzo Storage Licenses

To activate or upgrade a Virtuozzo Storage license, do the following:
1. On the LICENSES screen, click Register key.
2. On the Register key panel, enter a license key and click Done.

3. Back on the Licenses screen, the expiration date and storage space limit will change according to the

licenses entered.

Licenses @

Virtuozzo StDragE Expires on 08/06/2017

383 B of 9.54 PB licensed space used

@, Register key

Click Activate.

27



CHAPTER 3

Monitoring Virtuozzo Storage
Clusters

From the management panel, you can monitor the performance of both the whole cluster and its parts.

3.1 Monitoring Cluster Status

The overall cluster statistics are available on the cluster OVERVIEW screen. Pay attention to the cluster status

that can be one of the following;:

HEALTHY. All cluster components are active and operate normally.

UNKNOWN. Not enough information about the cluster state (e.g., because the cluster is inaccessible).

DEGRADED. Some of the cluster components are inactive or inaccessible. The cluster is trying to heal

itself, data replication is scheduled or in progress.

FAILURE. The cluster has too many inactive services, automatic replication is disabled. If the cluster

enters this state, troubleshoot the nodes or contact the support team.

3.2 Monitoring Cluster Storage Space

You can monitor cluster storage space on the cluster OVERVIEW screen. Typical statistics may look like this:
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PHYSICAL SPACE LOGICAL SPACE

59% 86%

Used Used
Used Free Total @ Used Free Total @
215TB 32.1TB E36TB 10,1 TB 1.6TEB 11.7TB

The two charts that provide information on how storage space is used are PHYSICAL SPACE and LOGICAL
SPACE. They are described in the following sections in more detail.

3.2.1 Physical Space Chart

The PHYSICAL SPACE chart shows the combined space of all disks available to the cluster. The following
statistics are available:

+ Used space. The space occupied by all data chunks and their replicas plus the space occupied by any
other data stored on cluster nodes’ disks.

* Free space. The unused space on all cluster nodes’ disks.

+ Total space. The total space on all cluster nodes’ disks.

3.2.2 Logical Space Chart

The LOGICAL SPACE chart represents all the space that can be allocated and used by the cluster for storing
user data. This space includes the following:

* Total space. The maximum disk space available as defined by license.

+ Used space. The space occupied exclusively by user data. Replicas and erasure coding metadata are

29



Chapter 3. Monitoring Virtuozzo Storage Clusters

not taken into account.

* Free space. The difference between the two above.

3.2.2.1 Understanding Logical Space

When monitoring disk space information in the cluster, keep in mind that logical space is the amount of free
disk space that can be used for storing user data in the form of data chunks and all their replicas. Once this

space runs out, no data can be written to the cluster.
To better understand how logical disk space is calculated, consider the following example:

* The cluster has three disks with the storage role. The first disk has 200 GB of space, the second one has
500 GB, and the third one has 1 TB.

* If the redundancy mode is set to three replicas, each data chunk must be stored as three replicas on

three different disks with the storage role.

In this example, the available logical disk space will be 200 GB, that is, equal to the capacity of the smallest
disk with the storage role. The reason is that each replica must be stored on a different disk. So once the
space on the smallest disk (i.e. 200 GB) runs out, no new chunk replicas can be created unless a new disk

with the storage role is added or the redundancy mode is changed to two replicas.

With the two replicas redundancy mode, the available logical disk space would be 700 GB, because the two
smallest disks combined can hold 700 GB of data.

3.2.3 Monitoring Chunk Status and Replication

You can monitor the state of all chunks in the cluster in the CHUNKS section of the cluster OVERVIEW screen.

The table below lists all possible states a chunk can have.

State Description

healthy | Percentage of chunks that have enough active replicas. The normal state of chunks.

offline Percentage of chunks all replicas of which are offline. Such chunks are completely inaccessible
for the cluster and cannot be replicated, read from or written to. All requests to an offline
chunk are frozen until a CS that stores that chunk’s replica goes online.

Get offline cluster nodes back online as soon as possible to avoid data loss.
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State

Description

blocked

Percentage of chunks which have fewer active replicas than the set minimal amount. Write
requests to a blocked chunk are frozen until it has at least the set minimum amount of replicas.
Read requests to blocked chunks are allowed, however, as they still have some active replicas
left. Blocked chunks have higher replication priority than degraded chunks.

Having blocked chunks in the cluster increases the risk of losing data, so postpone any
maintenance on working cluster nodes and get offline chunk servers back online as fast as

possible.

degraded

Percentage of chunks with the number of active replicas lower than normal but equal to or

higher than the set minimum. Such chunks can be read from and written to.

3.2.4 Monitoring Cluster Services

You can monitor two types of services in the SERVICES section on the cluster OVERVIEW screen:

+ MDS, metadata services. Ensure that five are running at all times.

+ CS, chunk services. With this chart, you can also keep track of all disks with the storage role.

Typical statistics may look like this:
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SERVICES

37 of 37 CS
e pin L B a—

[a
L - -

L

5 PM 11 PM 5 AM 11 AM
5 of 5 MDS

q-

5PM 11 PM 5AM 11 AM

If some of the services were not in the healthy state for some time, these time periods will be highlighted in

red on the charts.

3.2.5 Monitoring Cluster I/0 Activity

You can monitor the history of the cluster I/0 activity on the READ and WRITE charts on the cluster
OVERVIEW screen. Typical statistics may look like this:
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READ WRITE

703.9 MB/S 703.9 MB/S

The current cluster 1/0 activity averaged for the last 10 seconds is shown as:
* the speed of read and write I/O operations, in megabytes per second (MB/s).

* the number of read and write I/0 operations per second (IOPS).

3.3 Monitoring Virtuozzo Cluster Objects via
SNMP

You can monitor cluster objects via the Simple Network Management Protocol (SNMP). The implementation
conforms to the same Structure of Management Information (SMI) rules as the data in the standard SNMP
context: all objects are organized in a tree; each object identifier (OID) is a series of integers corresponding to

tree nodes and separated by dots.
General information:
* The OID of the root subtree with all the objects you can monitor is 1.3.6.1.4.1.8072.161.1.

* The VSTORAGE-MIB. txt information base file is required to monitor the objects. You can download the

file at http://<management_panel_IP>:8888/api/v2/snmp/mibs/VSTORAGE-MIB. txt.

The following subsections describe ways to enable and use SNMP to monitor cluster objects.
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3.3.1 Enabling SNMP Access

To monitor cluster objects, enable the SNMP access on the node. Do the following in the management panel:

1. On the SETTINGS > Advanced settings > SNMP tab, check Enable SNMP on management node.

Doing so lets your network management system (SNMP monitor) access the cluster via the SNMP

protocol on the management node’s port 161.

Advanced

LDAP/AD ENCRYPTION SNMP MANAGEMENT NODE HA

~ Enable SNMP on management node

You can access SNMP at management node at port 161

MIE file can be downloaded here

Zabbix template can be downloaded here

¥ Send SNMP traps to the following Metwork Management System

IP 10.250.14.17
Port 162
Community public
[ SEND TEST TRAP

SAVE

2. Click the corresponding link to download the MIB file and set it up in your SNMP monitor.

3. If required, have Virtuozzo Storage send SNMP traps to your SNMP monitor. Do the following:
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3.1. Check Send SNMP traps to Network Management System.
3.2. Specify the IP of the system, and, if required, change the default Port and Community.
3.3. If required, click SEND TEST TRAP to test the service.

4. Click SAVE to apply changes.

3.3.2 Accessing Virtuozzo Objects via SNMP

You can access Virtuozzo objects with SNMP tools of your choice, e.g., the free Net-SNMP suite for Linux.

To display cluster information on the node with management panel, place the MIB file to

/usr/share/snmp/mibs and run the snmpwalk command. For example:

# snmpwalk

-M /usr/share/snmp/mibs -m VSTORAGE-MIB -v 2c -c public \
localhost:161 VSTORAGE-MIB:cluster

Typical output may be the following:

VSTORAGE-MIB: :clusterName.@ = STRING: "cluster1l”

VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:
VSTORAGE-MIB:

<...>

:healthStatus.® = STRING: "healthy”
:usedSpace.® = Counter64: 173732322
:totalSpace.® = Counter64: 1337665179648
:freeSpace.@ = Counter64: 1318963253248
:licenseStatus.@ = STRING:
:licenseCapacity.® = Counter64: 1099511627776
:licenseExpirationStatus.@ = STRING: "None”